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Abstrakt

Prispévek se snazi predlozit nékteré zkuSenosti se sprdvou a rozSifovanim dvou
bezpecnostnich systémi — firewalll CheckPoint (FireWall-1 VPN-1 NG) a antivirovych
programii (F-Secure, ScanMail) v nadnarodni spole¢nosti Orkla Foods International, kterd se
v soudasnosti sklada zpéti firem (Rakousko, Polsko, Madarsko, Rumunsko, Ceska
Republika). Rovné€z se zaobird vyhodami a nevyhodami, které vznikly zaclenénim IT
oddéleni jednotlivych spolec¢nosti do jediného utvaru IT OFInt.

1. Struktura spole¢nosti Orkla Foods International

Od minulého roku, kdy jsem referoval o spolecnosti Orkla Foods International (OFInt.) a
ptedevsim o Firewall Competence Center, doslo ke dvéma zasadnim organizaénim zménam:
1. OFInt. byla rozsifena o dalsi spole¢nost — rumunskou Orkla Foods.
2. IT oddé¢leni jednotlivych spolecnosti prechazeji pod jediné vedeni.

1.1 Rumunska Orkla Foods.

Rumunska spolec¢nost Orkla Foods se skladd ze dvou pobocek, které jsou umistény
v Bukuresti a Craiové. Vedle téchto pobofek ma Orkla Foods Rumania Ctyfi sklady —
Temesvar, Cluj, Bukurest’ a Bacau. Spole¢nost se zamétuje na vyrobu dzemil a margarind.

Zaclenéni spolec¢nosti znamenalo po strance IT instalovat standardni softwarové systémy —
Scala (ucetni a informacni systém), Lotus Mail (e-mailovy a informacni systém), F-Secure
(antivirovy systém) a v neposledni fad¢ nakonfigurovat firewall CheckPoint Firewall-1.

1.2 OFInt IT

V soucasné dob¢é je kazdé IT oddéleni fizeno finanénim feditelem dané spolecnosti.
Jednotliva IT oddéleni spolu, pochopiteln€, spolupracuji — ptfedevSim na standardizaci SW a
HW vybaveni.

Od konce minulého roku se vedou jednani smétujici k tomu, aby jednotliva IT oddé€leni
spadala pfimo pod jediné vedeni, kterym by bylo IT OFInt. Tésné pied schvalenim je SLA
dohoda, mezi jednotlivymi spolecnosti a IT OFInt., kterd specifikuje, jaké sluzby a v jakém
¢asovém horizontu bude IT OFInt. ,,dodavat® jednotlivym spole¢nostem.

Managementu jednotlivych spolecnosti se tato struktura ptili§ nezamlouvd, nebot’ ztrati
kontrolu (i financni — rozpoctovou) nad svymi IT oddé€lenimi. Na druhou stranu je zde
objektivni tlak na to, aby se nutna standardizace (ptedevsim nékterého SW, ale i HW) fidila
z jednoho mista.
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Ptechodem jednotlivych IT oddéleni pod IT OFInt. dojde také ke zméné pracovnich smluv
jednotlivych IT pracovniki.

A jeden ptiklad neblahého dopadu téchto zmén:

Management GUSEPPE se rozhodl, Ze jeden ze soucasnych dvou pracovniki IT bude
preveden do oddé€leni controlingu. Pojistil se, aby alespon jeden IT pracovnik zistal pod
vlivem GUSEPPE Pod IT OFInt. piejde pouze jeden zaméstnanec, ktery se na mezindrodni
urovni staral o firewally (Firewall Competence Center — FCC). Pochopitelnou reakci ze
strany IT OFInt. bylo, Ze s ohledem na ¢asovou narocnost IT prace v GUSEPPE, odvolalo
dosavadniho ¢lena FCC a nahradilo jej jinym pracovnikem (z Rumunska) a to pfestoze novy
pracovnik se musi vyskolit a s jiz znacné rozsahlym systémem se seznamit.

Prikladam vétsi ¢ast e-mailové korespondence:
Nejprve ,,suché” konstatovani (které, mimochodem, dostal jmenovany pouze jako ,na
védomi®)::

Hello Hans,
from my point of view we need:
e overview about Checkpoint installations and software maintenace costs (valid from to)
e transfer of the firewall management console to Felix-Austria or Orkla Foods
Romania. What is the best solution ? Please Note: the transfer will be done, because
Martin in Czech will be the only one IT person in Czech because Dobros moved to
Controlling. Martin allone can not handle all the IT-cases in Czech and for OFInt.
This has nothing to do that let say, we were unhappy with Martin (this is not true, we
are happy with Martin and he did an excellent job but we have to make strategical
changes according to the ressources, we have).
e The strategy is that OFR (Deme and Giumi) will take over the responsibility for the
whole OFInt. network (incl. ISP's, monitoring, new installations, costs, future strategy
etc. etc.).

These are only my points, which should be discussed with Deme and Giumi on Friday.
But once again, this should not be "small talk", it must be resulting in documentations, done
from Deme and/or Giumi after the meeting.

Best regards,
Werner

A posléze pokus o vysvétleni:

Helo Martin,

yes | agree it's not a good international communication, but sorry | have very limited time.

As | wrote this is nothing against you or your work it's only reflecting the fact, that you are
now alone in Guseppe/IT.

OFR in Craiova there are 2 in OFR and 1 in Topway. So we have there 3 persons and if one
of them is out at least 2 are available. In your case, if you are away, nobody is there and
Karel or Jiri will follow the SLA if something happens and we are getting in troubles.

I need you much more on this position to stabilize the IT operation in Guseppe as on the
checkpoint firewall issue.
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You will be satisfied in the future I will promise you,
and sorry for the short communication.

Best regards,
Werner

A verze pro management GUSEPPE:

About the firewall server. This is not a server, this is only a software management tool to be
able to manage all of the firewalls from one centralized point. As now the situation is that
only Martin Korinek is working for IT we cannot continue with this solution. As you know we
cannot send Martin for urgent problems or bigger projects (Superfish in the future) away as
we are not able to deliver the service for Guseppe as promised and described in the SLA.

Additional we have to find cost saving aspects to reach the financial goals. This issue will be
much more time needed in the future (checking the WAN, negotations with suppliers, with
Orkla etc etc) which can also not be handled from Martin, if Dobros will continue in IT.

This issue is only to be seen as a manpower ressource problem. We only have ressources in
OFR. Let's say in Craiova are situated 3 persons and additional 2 persons in Bucharest. We
have some free ressources there. As the salaries in Romania are much more lower than in any
other company in our division it makes no sence to reduce the personal because the possible
gainings are not comparible to the losses of service.

Summary:

What | can see, this change is absolutly not negative or bad for Guseppe (why ?, in the
opposite you will have much more benefit from Martin, because he is not going to travel a lot
in the future and he can give you more support). Anyway if OFInt is able to hold such
competence within the divison, it doesn't matter where this service is situated, on the IT-side
we are one unit.

And Martin has a big work and responsibility in front of him, much more than now. We like
him very much and we wish him the best. As | wrote before this was a ressource problem,
created from the changed situations (reduction of IT in Guseppe and increased needs due to
the new IT-organization). And Martin is not loosing this experience, this knowledge is the
basic in IT.

2. Firewall Competence Centre

2.1 Soucasny stay

Fiewall Competence Centre (FCC) je zodpovédné za spravu a instalovani firewalld
CheckPoint Firewall-1 VPN-1 NG v ramci cel¢ OFInt.

V soucasné dob¢ se jedna o tyto firewally:
Polsko

Firewall ve Varsavé (Compaq , Windows 2000 Server)
Firewall v Kotlinu (Compaq, Windows 2000 Server)
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Rakousko

Firewall v Mattersburgu (Compaq, Windows 2000 Server)
Mad’arsko

Fiewall v Budapesti (Compaq, Windows 2000 Server)

Ceska Republika
Firewall v Hradci Kralové (Compaq, Windows 2000 Server)
Management Console v Hradci Kralové (Compaq, Windows 2000 Server)

Rumunsko
Firewall v Bukuresti (Compaq, Windows 2000 Server)
Firewall v Craiové (Compaq, Windows 2000 Server)
Firewall — sklad Bukures§t (NOKIA IP 71, update na NG)
Firewall — sklad TemeSvar (NOKIA IP 71, update na NG)
Firewall — sklad Cluj (NOKIA IP 71, update na NG)
Firewall — sklad Bacau (NOKIA IP 71, update na NG)

V nejblizsi dobé se pfipravuji tyto zmény:

e Instalovani firewallu (NOKIA IP 71, update NG) v Rokytnici v Orlickych horéch.
V soucasné dobé je zajisténo krytovani mezi firewallem v Hradci Kralové a routerem
Cisco (série 2600) v Rokytnici v Orlickych horach, kde je vyrobni zavod GUSEPPE.

e Upgrade vSech firewallll a moduli na verzi (service pack) FP 3

2.2 Nékteré problémy

Béhem posledniho roku jsme se opét potykali s nékterymi problémy. K tém vyraznéjSim
patfily:

e Upgrade na verzi FP3. Pro spravny chod celého systému (11 firewallli fizenych
Management Consoli) je nutné, aby se supgradem zacalo pravé na Management
Consoli. Potize byly spojené s tim, ze CheckPoint pfejmenoval nékteré moduly a u
nekterych zmeénil jejich funkce. Po upgrade se ,,ztratily* nékteré logy a zménily se
parametry dvou objektt.

e Upgrade firewallu v Oslo. Pro komunikaci Domino serveri (Lotus Notes) je
vytvoieno VPN propojeni mezi firewallem v Rakousku a firewallem v Oslu (kde je
umistén nadfazeny Lotus Server). Po provedeni upgrade v Oslu piestalo toto VPN
propojeni fungovat. Po konzultaci a ovéieni parametrii obou objekti jsme zjistili, ze
upgrade pozménil parametr VPN kryptovani u objektu ,,non managemed firewall*
v obou lokalitach (Oslo, Rakousko).

e Instalovani firewalli NOKIA IP 71 pro sklady v Rumunsku. VSechny 4 firewally
pro sklady v Rumunsku se konfigurovaly v Hradci Kralové, kde je umisténa
Management Console. NOKIA IP 71 je hardwarové (,,routerové®) feseni (black box).
Nejprve ptes vyslovné ubezpeceni, ze lze instalovat verzi NG Firewall-1 na NOKIA
IP 71, jsme zjistili, Ze 1ze instalovat pouze verzi star$i a to 4.6. Dale po testovani jsme
dospéli k nazoru, ze jedna NOKIA IP 71 byla nefunk¢ni, neslo nainstalovat posledni
verzi firmware. Nic méné se nakonec podatilo vSechny firewally zprovoznit a umistit
na sklady. Pozdé&ji vyvstal pozadavek na e-mail propojeni skladt (ptivodni pozadavek
byl jen na propojeni na informacni systém). Verze 4.6 ale umoziuje generovat toliko
jedno VPN propojeni. Nastésti byla jiz k dispozici novéjsi verze firmware, na kterou
bylo mozno nainstalovat verzi NG a vytvotit dalsi VPN propojeni.
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3. Antivirové systémy

OFInt. pouziva na serverech a pracovnich stanicich antivirovy systém F-Secure. Pro virovou
ochranu na manilovém serveru (Domino — Lotus Server) pouzivd ScanMail.

3.1 F-Secure

Minuly rok doslo ke standardizaci nastaveni F-Secure parametri. V jednotlivych lokalitach si
IT oddéleni nejprve spravovalo F-Secure samo, coz dokladuje nasledujici stav:

Felix Austria — F-secure Administrator v4.04, maintains some policies and download updates
on the server (BackWeb) every four hours and distribute it on all clients. The anti-virus
installed is similar to the concept being recommended.

Recommended Changes: No major changes. Only upgrade the server to the latest version.

Felix Hungary - The current anti-virus solution in our company the FSecure software. It's
installed on the client PC's. Time to time we receiving virus update from Mattersburg. I'm put
it to a network folder and send a letter for the users that please doubleclick to the update file.
Arpad

- every pc has it's own local managed installation

- the updates are also made on every pc locally

- the software version is: 4.08.2170, AVP engine v.3.00, F-Prot engine v.3.06

george

Recommended Changes: Refrain from having Backweb on each client, inorder to lessen the
internet traffic. The concept should be implemented ASAP.

Gusseppe - Hello Gerlie Ann! We use F-Secure 5.40 on all workstations and servers. We use
"central management" with BackWeb. I use policy. I use standard but I had to change some
parameters. For some users I had to switch off check the Excel file (only real time mode). I
check the PC only one per day - at 1 PM, on servers at 4 AM.

Martin

Recommended Changes: No major changes, maybe only synchronize the policy, inorder
that OFInt companies have common policies.

Kotlin — Hello, Today we using F-secure Antyvirus on workstations and servers but we don't
use automaticly update policies for all workstations (some problems with Windows95). But
we update manually - download virus definition from web site and save on server in public
place after than inform users about possibilty update antivirus. But, In the future we will use
full automaticly update policies

Best regards

RAFAL MIKOLAJCZYK

Recommended Changes: Implement the concept.

Orkla Foods Romania — the recommended solution is already tested and implemented on
most of the clients (on the implementation process) and its running without problems.
Recommended Changes: Finalize the implementation.

Po této analyze doporucilo IT OFInt. nasledujici nastaveni (uvedeny jsou pouze zmény oproti
default nastaveni):

60



F-Secure Management Agent
Change Allow user to unload products to Not allowed in order to prevent users to unload the
antivirus service.

F-Secure Antivirus
In the Visual section change Status Indicator to Disabled. This will hide the icon in the
system tray disabling user’s direct access to the application settings.

In the Real-Time Protection section make the following changes:

e Set Scan files to All files

e Set Action on infection to Disinfect Automaticaly. This will be the default action
whenever an infection will be detected; the user will not be prompted to select the
action to be performed (default system option).

e Set Scan inside archives to Enabled.

e Go to Action, Advanced — Actions Table and in Table 0 change the Secondary
action to Delete Automaticaly. In this case if disinfection fails the file will be
permanently deleted to eliminate further infections risk.

Change the same settings for Manual Scanning.

These settings will propagate to all the clients wihtout the need for manual changing the
settings for each client.

After all the settings are defined you can go to the right panel and check the final checkbox
for some or all of the settings. This will disable the selected controls in the user interface. Any
further changes will be done only by the administrator by changing the policy and distribute it
to the users. Basically, the user will have no control over the antivirus settings. All of them
will be administratively set and propagated to users through policies.

Vzhledem k automatické aktualizaci virové databaze a dennimu skenovani vSech pocitacu
nezaznamenalo GUSEPPE (nastésti) Zadny velky virovy utok. Je to také tim, Ze nepouzivame
MS Outlook, ale disledné jen Lotus Notes.

Mensi problémy s chodem F-Secure 1ze popsat takto:

e Zatuhnuti PC. Pfi rezidentnim skenovani (real time) dochazelo k velkému zpomaleni
az zatuhnuti nékterych PC. Po prozkoumdni jsme zjistili, ze se toto dé&je pii praci
s velkymi Excel soubory (velikost nad 5 MB, vyjimkou nejsou ani 30 MB soubory).
Toto jsme odstranili tim, Ze jsme zak4zali real time skenovani Excel soubori.

e Schedulovani manualniho skenovani. Nejprve jsme nastavili manualni skenovani
(na Management Consoli) jen jednou denné po 15 minutdch necinnosti. Ale po
rozdistribuovani se pocitace kontrolovaly vzdy po 15 minutdch necinnosti a to
vicekrat denné. Parametr v F-Secure ziejmé nepracoval spravné. Proto jsme radéji
nastavili manualni skenovani kazdy den ve 13:00, kdy je vétSina uzivatelti na ob&dé.

e Piejmenovani PC. Paklize pfejmenujeme PC, musime pieinstalovat F-Secure,
protoze se toto nové pojmenované PC s Management Consoli nespoji, pfestoze je na
PC korektné F-Secure nainstalovany. Ale vzhledem k tomu, Ze instalovani na klienty
provadime vzdalené a PC nepfejmenovavame Casto, je toto nepodstatné.
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3.2. ScanMail

Na jediném OFInt. Domino serveru (Lotus Notes) v Rakousku je nainstalovany antivirovy
systém ScanMail. Slouzi k rezidentni a manudlni kontrole jak mailt tak i Notes databazi.

Prestoze se o ScanMail staraji z IT z Rakouska, IT GUSEPPE ma pfistup jak k logiim tak i
(kupodivu?) k nastaveni.

ScanMail od svého nasazeni pracuje velmi spolehlivé a prozatim jsme nebyli vystaveni vétsi

virové nakaze. Pii pohledu do logl je vSak patrno, Ze kazdy den ScanMail objevuje virové
utoky. Zajimavy je i TOP TEN zebtic¢ek — jak virt tak i uzivatel.
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